DRAFT Memorandum Of Understanding
Data Re-sharing Agreement (DRA)

This Agreement has been entered into between _____________________ (name), _____________________ (registry Code or similar), represented by__________________ (name and position of a person authorised to sign for the institution; if necessary also reference to the legal document based on which the person is authorised), hereinafter referred to as the data provider
AND
_____________________ (name), _____________________ (registry Code or similar), represented by__________________ (name and position of a person authorised to sign for the institution; if necessary also reference to the legal document based on which the person is authorised), hereinafter referred to as the data user,  hereinafter jointly referred to as the Parties to a valid NRDEX Membership Agreement with the NRDEX Operator.

Article 1
Objectives of the Agreement
1.1.  This Agreement deals with the conditions for access to the database of the data provider and the rights and obligations of any representative of the data user accessing the database of the data provider as well as with the conditions for using any data obtained from the database of the data provider through the NRDEX platform. 
1.2. The data user has the right to access the database of the data provider for the following purposes:
a) To make inquiries concerning___________________;
b) To forward data to_________________;
c) Any other purpose that may be agreed between the parties. 
1.3. The data user will authorise responsible persons to perform any transactions under this agreement and will forward the names, positions and e-mail address to the data provider at the time of entering into this Agreement. Any changes to the list of persons during the course of the agreement will be forwarded to the data provider as soon as possible and not more than five (5) working days after such change has taken place. In the event that the rights of an authorised person are terminated due to infringements of any data protection principles or similar, the data provider shall be informed about the cessation of authorisation immediately. 
1.4. The Parties recognise that any properly executed electronic transactions carried out under this Agreement shall have full legal force and effect.
1.5. Service Availability and Performance
1.5.1 Availability Commitment
	Target Availability 
	

	Measurement Period 
	

	Availability Calculation
	

	Scheduled Maintenance
	

	Planned Downtime Notice
	

	Emergency Downtime Notice
	


1.5.2 Service Change Notifications
The Provider shall notify the Data User of changes to the data service in accordance with the following timelines, consistent with the NRDEX Regulation:
a) Changes to service functionality, structure, data fields, URL, security elements, message format or similar — at least one (1) month advance written notice.
b) Changes to the NRDEX base protocol or message protocol that require changes to the Data User's subsystem or configuration — at least eight (8) months advance written notice.
c) Emergency or unscheduled changes — as promptly as practicable, with reason and expected duration stated.
d) Permanent discontinuation of the service — at least [three (3) months] advance written notice to the Data User and NRDEX Operator.

Article 2
The Rights and Obligations of the Data User
2.1. The data user has the right to obtain any data from the data provider to which the data user is entitled to access by law and which is contained in the database of the data provider. 
2.2. The data user is obliged to:
Abide by any applicable legal Acts as well as any conditions for data use as may be issued under applicable law.
a) Ensure that only authorised persons have access to the data obtained.
b) Ensure that data obtained is used in accordance with law.
c) Ensure that data obtained is processed in a manner that respects principles of protection of personal data.
2.3. In the event that new security systems are developed for the database of the data provider or any other relevant change of technology takes place, the data user is obliged to undertake any necessary technological change to enable continued secure data exchange.

Article 3
The Rights and Obligations of the Data Provider
3.1. The data provider has the right to obtain any information from the data user necessary to ensure secure and efficient data transactions between the parties. 
3.2. The data provider has the right to undertake any improvements of its data systems that are necessary to ensure secure and efficient data handling, including changes to the functionality, design, structure, access, internet address (URL), security elements, user instructions, format of data or similar. The data provider is obliged to inform the data user about any such changes without delay and is obliged to give the data user reasonable time to implement changes so that data exchange is not interrupted. 
3.3. The data provider has the right to interrupt the data exchange in case the data user has failed in its obligations to ensure secure data handling. 
3.4. The data provider is obliged to ensure uninterrupted access to its database and to eliminate any obstacles to such functioning as quickly as possible.

Article 4
Additional Provisions
4.1. The Parties shall not transfer their obligations under this Agreement to any third party without prior written approval by the other Party. 
4.2. The termination of this Agreement does not alter the legal nature of any data obtained or any transactions performed prior to such termination.
4.3. Any dispute under this Agreement shall be solved through good-faith negotiation between their authorised officers within fifteen (15) working days of written notice of a dispute. If a dispute remains unresolved after the negotiation period, either party may refer the matter in writing to the NRDEX Operator for mediation. The NRDEX Operator shall endeavour to facilitate resolution within thirty (30) calendar days of referral.


Article 5
 Liability and Indemnity
5.1 Each Party shall be responsible and liable for any loss, damage, cost, expense, or liability arising from its acts or omissions, including any improper handling, misuse, unauthorized disclosure, negligent processing, or unlawful processing of data under this Agreement, in accordance with applicable law.
5.2 The Data User shall remain fully responsible and liable for any misuse, unauthorized disclosure, breach of security, data leakage, negligence, or unlawful processing arising from:
a) its own activities under this Agreement; and
b) the activities of any third party to whom data is re-shared or disclosed by the Data User.
5.3 The Data User shall indemnify and hold harmless the Data Provider and the National Root Data Exchange (NRDEX) Operator from and against any third-party claims, damages, losses, liabilities, penalties, fines, costs, and expenses (including reasonable legal fees) arising out of or in connection with any breach of this Agreement, misuse of data, or failure by the Data User or any such third party to comply with applicable legal, security, confidentiality, or data protection requirements.
5.4 Nothing in this Agreement shall limit or exclude any liability that cannot be limited or excluded under applicable law.
5.5 The rights and obligations under this Clause shall survive the termination or expiration of this Agreement.


Article 6
Confidentiality
6.1 The Data User shall maintain strict confidentiality of all data, metadata, logs, credentials, technical specifications, and security mechanisms received or accessed under this Agreement.
6.2 No information shall be disclosed to any unauthorised person except where required by law or with the prior written approval of the Data Provider.
6.3 The obligations under this Clause shall survive the termination or expiration of this Agreement.


Article 7
 Data Protection and Privacy
7.1 The Data User shall comply with all applicable laws, regulations, government directives, cybersecurity standards, and data protection requirements relating to the collection, processing, storage, transmission, and disclosure of data.
7.2 The Data User shall ensure that personal, confidential, or sensitive information is processed only for authorised purposes and protected against unauthorised access, alteration, disclosure, or destruction.

Article 8
Amendment
8.1 This Data Re-sharing Agreement (DRA) may be amended at any time by written agreement of both Parties, signed by their duly authorized representatives.
8.2 All amendments to this Agreement shall be notified to the NRDEX Operator.
8.3 No amendment shall be valid or enforceable unless it is made in writing and signed by both Parties.
8.4 Where an amendment requires changes to the NRDEX System, base protocol, message protocol, subsystem configuration, or any related technical specifications, the Party proposing the amendment shall provide at least eight (8) months' prior written notice to the other Party and to the NRDEX Operator.
8.5 Any amendment shall take effect on the date specified in the written amendment or, if no date is specified, on the date of the last signature.


Article 9
Termination and Suspension
9.1 This Data Re-sharing Agreement (DRA) may terminated by either Party by giving at least ten (10) working days' prior written notice to the other Party and to the NRDEX Operator.
9.2 Where the underlying Data Sharing Agreement or any governing agreement relating to the relevant data service is terminated, this DRA shall automatically terminate on the same date unless the Parties agree otherwise in writing.
9.3 If either Party breaches this Agreement, the non-breaching Party may:
a) immediately suspend the exchange of data or, as applicable, suspend access to or use of the data service;
b) require the breaching Party to take corrective action within a reasonable period;
c) initiate the notice period for termination under Clause 8.1; and
d) notify the NRDEX Operator of the breach for any action that may be taken in accordance with the applicable NRDEX rules and regulations.
9.4 The suspension or termination of this Agreement shall not affect:
a) the legal validity of any data obtained or transactions lawfully performed prior to the effective date of suspension or termination; and
b) any rights, obligations, liabilities, or remedies accrued prior to such suspension or termination.
9.5 Clauses relating to confidentiality, data protection, liability, indemnity, dispute resolution, and any other provisions which by their nature are intended to survive shall remain in full force and effect after termination or expiration of this Agreement.



In WITNESS WHERE OF, the parties here to have caused this MOU to be executed by their duly authorized representative as of the ……(day), ……..(month), and ……(year) first above written. 


Signatories to this MOU: 

	On behalf of
(First Party)






(NAME of representative)
(Designation and Organization) 
(Address)

Date:

Witness
1.
Signature:
Name:
Address:

2.
Signature:
Name:
Address:

	On behalf of
(Second Party)






(NAME of representative)
(Designation and Organization) 
(Address)

Date:

Witness
1.
Signature:
Name:
Address:

2.
Signature:
Name:
Address:




